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Objective of Presentation

This presentation seeks to inform
you of cyber industry trends so
that you can protect your systems
and minimize the risks of cyber
threats.
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Start at the End — Recommendations

Cyber Security Checklist
d  Multi-Factor Authentication and secure passwords
d onemalil
d on VPN
Cyber Insurance
EDR Solution (Endpoint Detection and Response)
Update all your devices (VPNs, Servers, Computers)
Back-ups of data and software!
 Hot backups daily
1 Cold back-ups at least Monthly.
Update Policies and Procedures
O Wire Fraud
O Third Party Vendors
1 Employee Training

OO0

o

Fisher Broyles



A little privacy humor

It Is a sad reality that many times these hackers are
not caught, and my clients often ask the police how
the hackers get away with these crimes.

The police’s number one answer 1s that whenever
they get close to nabbing a hacker, they
ransomware."”

Shared by Carrie C. Wall - Bill Fralic Insurance
Services, Inc.
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Why Is this important?

Privacy

* Regulation of a business’ collection and use of the personal information of its consumers,
employees and other individuals

« General legal obligations set forth in recent statutes like CCPA, GDPR, and others

 Affords privacy rights to consumers

* “Personal Information” broadly defined to include demographic biometric information, IP
addresses, internet activity, personal preferences and basically anything else that could
lead to the identification of a particular individual

Security

* Business’ obligation to safeguard sensitive information
« Through statute
« Through contract
« Through industry standard
 First-party and third-party risks
« Applies to both paper and electronic records _
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Sensitive Data /- Protected Information

* Personal Identifiable Information (“PII”)

— Social Security Numbers

Evolution of Memory Storage

— Drivers License Numbers
— Email account credentials
* Financial Information
— Banking Information & Credentials

— Investment advice & strategy, financial holdings

— Employment Information

* Protected Health Information (“PHI”)

— Medical Records

— Health Insurance Information

 Business Information

— Your client’s intellectual property / proprietary data

— Trade Secrets

— P/L, Other Business Records

* Payment Card Information (“PCI”) / Credit Card Data F | S h er B rOy I e S




Nature of Cyber Risk

Email Phishing

Cryptojacking

Targeted attacks

Red Teams
Intentional Cyber
Attacks Ransomware
Passive infections DDOS Attack

Other Malicious
Software Spyware

Laptops, Servers

Theft/Loss of
IT Assets Employee
ID/Entrance Cards
Inadvertent Erroneous
Disclosures Transmission
P2P Software
Data Leaks

Unsecured Devices FISher BrOyleS




Types of Cyber Attacks

* Two main categories of cyber attack:

* Extortion Events
* Ransomware
* DDOS
* Business Email Ccompromise
* Wire Fraud Schemes
* Spam
* PIl exfiltration
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Ransomware

« Type of malware that restricts access to the
Infected computer system and demands that the
user pay a ransom to remove the restriction

e 2017 WannaCry ransomware attack was a
worldwide cyberattack which targeted
computers running the Windows operating
system by encrypting data and demanding
ransom payments in the Bitcoin and within a
day was reported to have infected more than
230,000 computers in over 150 countries

« Colonial Pipeline, Kaseya, Solarwinds, etc.
* RekEuvil, Conti, Darkside, Egregor, Ragnor, etc.
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Ransomware

Average Ransom Payment
Ransom Payments By Quarter 5 y

== Average Ransom Payment == Median Ransom Payment $ 2 2 " 6 8
3 !

$400,000.00
+130% from Q3 2021

$300,000.00
$200,000.00

Data provided by

Coveware Ransomware
$100,000.00 Marketplace report

$0.00 —smm—
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Ransomware

Payment
Success Rate

Data provided by
Coveware Ransomware
Marketplace report
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Ransomware

Ransomware Attack Vectors
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Ransomware

CCTE
97%
. Recovered

F 50 | 3%

Lost

Data provided by
Coveware Ransomware
Marketplace report
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Ransomware
Data provided by

16.2 days
Coveware Ransomware

Average number of days a Morketolacs report
S ransomware incident lasts
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Ransomware

) 99 0/0 Bitcoin

1 0/0 Dash or other privacy
coins

Data provided by
Coveware Ransomware
Marketplace report
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Ransomware

Common Industries Targeted by Ransomware Q4 2021

Transportation Capital Goods

Technology Hardware Consumer Services

Software Services

Financial Services

Retailing Data provided by
Real Estate s Coveware Ransomware
O S Owp e Marketplace report

Public Sector

Health Care

Materials

Professional Services Media

@cnvswm |
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Directed Denial of Service (DDoS)

Zombie

VICTIM

DDoS

Making a computer network resource unavailable to its
Intended users

Temporarily or indefinitely interrupt or suspend
services over the Internet

Typically accomplished by flooding the targeted
network resource with superfluous requests in an
attempt to overload systems and prevent some or all
legitimate requests from being fulfilled
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Fron:

Zant: Friday. July L0, 2215 411 Ph
To:

Lz

Subject: Depial of Service Attack

Here is the exlotion letterfemail we recoived,

Subdect: PW: CDOS ATTACK!

From: D0EEC Team [muailks: bilde isnota.com)

Subject: DDOS AT TACK!
Hello,

Please foreand this escal] to whoever coold be responsibee.

To introduce oerselves first:

]L'rl.p;."._-'v.".ar-.:.-.i;-:':::&-_-:;.;;.cﬂna-"l&iri:-u-.-c;;Luni.;:»n-dd-ﬂ,hn:-new-mﬂuml-.’:d.ns-mrnrL'«'
Eppe hiteoinbountyhunter it itml

htipsemmntelsereph conpnewe] ] '14")‘}.-':Lm.{-ri.t}lls'-h_;gl_:k:r-mﬁ'-_p-uw!wd~i|=-L::.':l.'-i!'--1[1-:1':—-'_:-1-11
of-withholding-1

O3 just gocele “TMEC™ and vou will find more Lifo
530, 1L yeur el

B ccine onder TDoS atack unless you pay 30 Biteoin,

Pay to THSRY HsESTYS 4w hiark me kil FogemVitW

Please note thot it will not be cesy o mitigate our attack, becausc our current UTIF flocd power is 400-500
{Flgs.

Kight now we are munming smzll demonsirative sitack on one of your Il-’s;_

It will not ke hard (we will iy net to crash it at this moment) and will stop in 30 minules, I0s jus: to prove tha
WE Are 3erous

We are aware that you probably don't have 40 BTC at the moment, so we ame givinp you 24 hours 1o get it and
piay s,

Find the best exchanger for you on howtobuyhiteoins. info or localbitesing com
¥ o can pay dircctly theough exchanger to pur BTC address, you don't even peed 1o have BTU waller

Current prce of | BTC 15 showt 250 USD, 5o we ar= cheap, at the moment. Bot if you igooce us, price wll
nerese.

IMPORTANT: You don't cven have to reply. Just pay 30 BTC w

THIRYHsES T34 whilseFmgKn2EGqem VoW — we will know it's you and voo will never hear fiom us again.

'Wo 55y it because for big companies it's vsually the problem sz they don't want thar there is proaf that they
cooporated,

If vou mesd to contaet us. vse Bitmessage: BM-NC1jEewNAHxX3jHmuijxDsE WX GrdMNIs Y 3

(Mobody will 2ver know that you cooperated. )

B if wouw ignore us, snd dom't pay wathin 24 hours, ong term attack will start, prics to stop will go e 100 BTC

and will keep inereasing for every hour of attack,

Many of our "clicnis™ belicve thet if they pay us once, we will be back. That's not how we work - we never
artack the same target after we are paid.

If wvou are thinking about reporting this to anthorities, feel e towy. But it won't help. We are not amateurs.

REMEMBER THIS: Itz a one-time payment. Pay and you will not hear (rom us ever again!

We do bad things, but we Keep our word,

Thank vou.

yles



Business Email
Compromise
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Wire Fraud Schemes

WARNING! WIRE FRAUD ADVISORY: Wire fraud and email hacking/phishing

attacks are on the increase! If you have an escrow or closing transaction with us and you
receive an email containing Wire Transfer Instructions, DO NOT RESPOND TO THE
EMAIL! Instead, call your escrow officer/closer immediately, using previously known contact

information and NOT information provided in the email, to verify the information prior to
sending funds.

| WE DO NOT ACCEPT OR REQUEST
h CHANGES TO WIRING INSTRUCTIONS VIA EMAIL.
& Always call to verify.
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How. do they get In?

* Network Vulnerabilities
* Credentials from prior breaches
* Soclal Engineering — Phishing

* Physical Devices
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Soclal Engineering / Phishing / SMishing

* Psychological manipulation of people into performing
actions or divulging confidential information typically

‘ through email & SMS messaging
» — Baiting with “free” stuff

L P RINGFIELD

— Exploiting human nature’s desire to help or resolve issues

* Using email, the attacker is “phishing” for information
and for access to your accounts

— Pose as real companies you do business with (the IRS,
Amazon, Fortnite, Microsoft Office) — logos and all

— Alert you to a problem with your account
— Ask that you click on a link
— Ask that you download a document

* Credential “sniffing”
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Do you recognize the sender?

Does the email give a sense of urgency and immediate action iIs required?
Is the email asking you to follow a link?

Is it poorly written?

Is the email sent to a random group of recipients with no particular
connection to one another?

Does the email provide the sender’s contact information? Legitimate
messages provide a way for recipient to validate it (contact person/
department and phone number).

If you doubt the link, then check the validity of the link by holding the
mouse on the link for a moment. Does the destination match the link
text?

LOOK OUT for “spoofing” CicherB |
isher Broyles



Soclal Engineering / Suspicious email

If you are suspicious of an email:
* Do not click on the links provided in the email
* Do not open any attachments in the email
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Text Related Scams

Text Mess 1(1
Today 2'45 PNV

Someone who came in contact with
you tested positive or has shown
symptoms for COVID-19 &
recommends you self-isolate/get

| tasted More at

.com/alert
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Physical Security

Physical access

* Old printers, other network
devices

* Raspberry Pi
* Badge cloning
* USB Ports

* Red teams
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Lifecycle of a Data Breach

Breach Detected

First Party Costs

* IT detects unusual
activity.

* Learn from third party

+ Law
Enforcement

« PCI

*  Media

» Consumer

* Common Point of
Purchase analysis.

» Trigger Incident
Response set forth in
Incident Response
Planning Document /
Policy

Notice/Breach
Counsel

Company notifies cyber
insurer of breach and
requests assignment of
Breach Counsel. Breach
Counsel facilitates
communications going
forward to protect Attorney-
Client Privilege.

Forensics / Data
Analysis

Breach
Response

Regulatory:
Investigation

Third Party Costs

Payment Card

Industry

Third Party.
Litigation

Breach Counsel retains
independent computer
forensics consultant to
determine scope and
extent occurrence and
detect evidence of data
exfiltration / unauthorized
access to sensitive data.
Investigation also must
analyze any impacted
data to determine
whether impacted data
triggers legal obligations.

If consumer notification
obligations are triggered and/or
credit monitoring is required by
applicable law, Breach
Counsel retains vendor to
notify impacted class and
facilitate credit monitoring and
call center.
+ Some laws require Media
Notice.
+ Some laws require notice
to Consumer Reporting
Agencies.

In certain cases (inter alia, PHI,
Financial Institutions and
breaches impacting a certain
magnitude of consumers),
Breach Counsel will also notify
applicable federal or state
regulators. Regulators may
pursue formal regulatory
investigations relating to the
occurrence. Counsel is
retained.

*If appropriate breach counsel
and third party defense
counsel can be two different
law firms.

If credit card information is
compromised, the Payment
Card Industry (PCI)
investigates and levies fines,
penalties and assessments
against the company and
mandates remediation.
Breach counsel works with
payment card processors to
defend the company’s interest
in response to the PCI brands
contractual actions.
» Be mindful of the Master
Services
» PCI Forensic Investigator
(PFI).

Following notification, there are
attempts by Plaintiffs to file
litigation alleging negligent
failure to properly protect
personal information causing
third party damages. Defense
counsel is retained to defend
the client in privacy litigation.
*|f appropriate breach counsel
and third party defense
counsel can be two different
law firms.
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How to Protect Yourself

Internal
* Setting up safeguards and best practices

e Multi-Factor Authentication on both email and VPN and secure
passwords.

* Get Cyber Insurance
* EDR Solution
* Update all your devices
* Back-ups, and more back-ups
* Update Policies and Procedures — Wire Fraud
* Training
External
* Managing third party vendors, suppliers, and other business partners
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Internal Safeguards — Multifactor Authentication

Multi-Factor Authentication

Password

Multi-factor authentication (“MFA”)
« A method a computer uses to authenticate the identification of a user in which a

computer user is granted access only after successfully presenting two or more pieces of

evidence (or factors) typically 1) something known, 2) something possessed (or
something you are).

* Best practice to enable MFA on as many systems as possible Fisher Br0y|es



Generally Accepted Obligations of Privacy & Security

Password Change Sign

; * Take reasonable measures to protect
p sheet

e | confidential information, both in storage and

e transmission

S * Decide what 1s “reasonable” requires a
cost/benefit assessment of each situation
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Internal Safeguards — Password Policy

Strong Passwords Contain
« At least eight characters in length \/
«  Contains upper-case letter(s)

«  Contains lower-case letter(s)

«  Contains number(s)

«  Contains special character(s): (%,,*,?,<,>) 4

Password Strategy: Use the following formula:

<<@3UnrelatedWords!>>

DO NOT

«  Create easy-to-remember passwords

*  Use obvious passwords related to common information such as a child’s or pet’s name, or your favorite
sports team

«  Use passwords that someone can guess, using your social media information

*  Write down your password in a place that is accessible to others

«  Share your password with anyone, including systems administrators F | Sher BrOyleS




Managing Third Party-VMendors

e Tell external resources what information Is

sensitive
. * Have a discussion about staffing and
| 5!NJuRED? % N \ document commitments mad_e
* Ask what safeguards are available and what
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«THE ATTORNEY THAT ROCKS < f‘ ,' they recommend

\\‘w‘ | * Review third party vendor agreements:
= ‘!,MnNo | == — See privacy policies, indemnification, limitation of liability
i ARSI 1 W S provisions;

— Require vendors to maintain cyber insurance (request
proof of insurance coverage)
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Internal Safeguards ~Use of Public Wi-Fi-Z. VPN

* Try not to use “free” public Wi-Fi (e.g., at airports, coffee
houses or public libraries) networks

« Always turn on your VPN application

* Only use private / secured Wi-Fi networks for work

* [If mobile, use your devices’ built-in “Hot Spot” capabilities

* Ensure the proper configuration of your own network’s
security options including all devices used to connect to the
Internet (wireless devices, internet router or modem, storage
devices, switch, etc.)

* Never access or transmit sensitive information when using
an unsecure connection

 Utilize secure data transfer options
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Internal Safeguards — PortablerMedia Encryption

« Any portable media (external hard drive, thumb / flash drive
/ USB stick, and/or CD) used for work is required to be
encrypted and password protected

 If you must transfer sensitive information by way of portable
media, the drive is required to be encrypted and password
protected

« Passwords to encrypted data are required to be
communicated In a separate communication from that
enclosing the portable media
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Thankyou!

Cyber Security Risk
Protection

LLandon Speights
Assistant General Counsel and Cyber Partner
direct: 832-915-2300 | fax: 832-915-2301 | mobile: 832-969-5880
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